Confidential Guardian: Cryptographically Prohibiting the Abuse of Model Abstention
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Main Contribution Theoretical Feasibility of Artificial Uncertainty Results on Synthetic, Image, and Tabular Datasets for Mirage and Confidential Guardian
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@® QObservation
Mirage successfully reduces confidence and preserves overall accuracy in a targeted uncertainty region (thereby evading accuracy

audits) whereas Confidential Guardian effectively detects this miscalibration. ZKP for large models remains challenging.
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Instilling Artificial Uncertainty with Mirage
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Mirage reduces confidence in an uncertainty region without causing given a committed model, calibration error threshold «, and an Confidence Confidence
label flips (i.e., leaving an e-gap to random chance ). Confidential auditor-chosen reference dataset. Verifying this using zero-knowledge @® QObservation @ (Observation
Guardian is a detection mechanism relying on the identification of proofs ensures (a) model parameters are kept confidential (b) the As the removal rate P_Of uncertainty-region points increases, We can extend ideas from Mirage to regression by encouraging
calibration deviations exceeding an auditor-defined tolerance level a. model owner cannot falsely report confidence calibration. Mirage becomes significantly harder to detect via calibration. increased predictive variance in specific input regions.




